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2. Version

Version Date Notes Created By Release ‘
1.0 15/03/2019 Student Workbook for LAB  Mazhar Minhas  Initial Release
2.1 03/04/2020 | Errors Removed Farooq Zafar Final Release

3. Reference Document

Click for the Reference document

4. Assumption
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We understand that delegate already understand L2 /L3, Routing.

The delegate already knows the “Fortray Networks - CCNA Security” physical and logical connection.

The delegate already has a basis Troubleshooting skill, such as ping and trace.

The delegate already has access to the “Fortray Networks - CCNA Security” Spreadsheet encompassing the Basic Layer, 2, 3 and allocated subnet
information. For more details refer to the “Student Folder”.

This document is created to show an example for one topology only. The candidate needs to refer to his topology and follow this step by step
guide.

We assume that delegate already has installed the VPN software and him/she have VPN user / Password. If any issue, contact our Technical
team.

Our VPN software is supported by PC, MAC, Android, and I0S devices.

It’s also assumed that delegate has access to PC/Laptop i5 with 4GB RAM.

For optimal connectivity, we recommend at least a 10MB Internet connection.

We assume that we already have INTERNAL, DMZ, OUTISE interfaces that are already configured.
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5. NOTE About Configuration Example

6. Fortray CCNA Security - Network Topology

The below network topology is just for information purpose only. Please refer to your student folder and your designated topology.

If any doubt, please ask your instructor.

INSIDE VLAN - 21
DMZ VLAN - 121
UNTRUST /221

The configuration example is based in the “VLAN-21".
Please refer to the “Student Spreadsheet” and complete your task based on your Network Topology, & Task list assigned.

ACS-MGMT
10.205.1.248

200.1.165.100
RDP-MGMT
10.205.0.113 coceeeeey
' Google =
afpazon HSC D

INTENRET - VLAN 254
ROPIMGMT/Telnet
Network Connection ' v
e inboud Traffic r— T
PC-MGMT RTR-MGMT FW-MGMT RTR-OUT-MGMT ¢
10.205.0.21 10.205.1.184 10.205.1.120 10.205.1.133 NET
i 2 o —— 5 § 200.1.254.1/24
472.16.21.1 ) \ 2\00.1.254.121/ 4
< e - gty '
]
VLAN-21 VLAN-254 Y :
y =2 o cocceseeeeseeo --.'
=) o
. = =
% < = 200.1.254.120
E =
8 X
Desktop
INSIDE-21 INTERNET
200.1.21.1/24
VPN
Device Int type interface P 192.168.21.1 %m
Router LAN Fast/1.321 10.1.121.1/24
Router FW-WAN Fast0/1.21 10.1.21.1/24
ASAFW | INSIDE-21 | Gigd/1.21 | 10.1.21.280/24
ASA-FW DMZ-21 Gig0/2.21 172.16.21.240/24
ASAFW_| OUT-21 Gig0/0.21 | 200.1.21.240/24
ASAFW_| INTERNET | Gig0/0.254 | 200.1.254.120/24
DMZ SERVER DMZ PUB SERVER
172.16.21.1 20.20.21.1 External Network
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7. Fortray CCNA Security - LAB-ASA Firewall MGMT Access

Refer to the below table and login to the router, switches and Test machine.

NeB6: Each delegate has his /her test machine, refer to the spreadsheet provided in the student shared folder

Device Name Password Enable password Comments
ASA-PRIM-1-120 ASA 5510 10.205.1.120 Telnet port 23 Admin cisco cisco
ASA-BACK-1-121 ASA 5510 10.205.1.121 Telnet port 23 Admin cisco cisco
FN-SEC-1-184 Router 10.205.1.184 Telnet port 23 Cisco cisco cisco
FN-PC-SEC-21 Test Machine 10.205.0.21 RDP Administrator cisco N/A Refer to spreadsheet
AnyClient-PC External PC 10.205.0.113 RDP Refer to spreadsheet N/A Refer to spreadsheet

Warning: Please don’t change the above password for any devices.
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8. Fortray CCNA Security — Static NAT — Real and Global IP Information

The below-spread sheet shows the value of LAN & WAN interfaces and allocation IPv4 IP range, each delegate will be
referring to his/her own LAN/WAN interface and will be completing his/her LAB.

Note: Refer to the Student Spread Static NAT spreadsheet. Column L&M showing the Real DMZ IP
Public-Facing IP

Cisco AS FW - Static NAT & Test PC info

ASA OUTSIDE . . LDAP/A
NO Student W DMZ  NAMEIE DMZ - Interfac NAMEIE OUTSIDE  INTERNET INTERNET  Static NAT  Static NAT  External User —— D User Passwor
VLAN . IP VLAN Interface IP GLOBALIP  PRIVATEIP TestPC name
(Admin) Interface e name
1 21 Gig0/2.21| DMZ-21 |172.16.21.240/24| Gig0/0.21| OUT-21 |200.1.21.240/24|Gig0/0.254 (200.1.254.120| 200.1.254.121 | 172.16.21.1 |10.205.0.113| userl | Cisco@123 {Cin CAP) | user01 |@123 [Cin CAP)
2 22 ASA-1 GigOfZ.ZZ DMZ-22 |172.16.22.240/24 Gigﬂf0.22 OUT-22 |200.1.22.240{24 Gigﬂfﬂ.254 200.1.254.122 172.16.22.1 [10.205.0.113| user2 | Cisco@123 (Cin CAP) | user02 ElZ?. (Cin CAP)
3 23 10.205.1.120 Gig0/2.23| DMZ-23 | 172.16.23.240/24| Gig0/0.23 | OUT-23 |200.1.23.240/24|Gig0/0.254 200.1.254.123 172.16.23.1 |10.205.0.113 | user3 | Cisco@123 (Ciin CAP) | user03 @123 (Cin CAP)
4 24 (Primary) Gig0/2.24| DMZ-24 | 172.16.24.240/24| Gig0/0.24 | OUT-24 |200.1.24.240/24|Gig0/0.254 200.1.254.124 | 172.16.24.1 |10.205.0.113 | userd | Cisco@123 (Cin CAP) | user04 (@123 (Cin CAP)
5 25 Gig0/2.25| DMZ-25 |172.16.25.240/24| Gig0/0.25| OUT-25 |200.1.25.240/24|Gig0/0.254 200.1.254.125 | 172.16.25.1 |10.205.0.113| user5 | Cisco@123 (Cin CAP) | user05 (@123 (Cin CAP)
6 26 Gig0/2.26 | DMZ-26 | 172.16.26.240/24| Gig0/0.26 | OUT-26 |200.1.26.240/24|Gig0/0.254| AS Above 200.1.254.126 | 172.16,26.1 |10.205.0.113| user6 | Cisco@123 (Cin CAP) | user06 |@123 (Cin CAP)
7 27 ASA-1 GigOfZ.Z? DMZ-27 |172.16.27.240/24 Gigﬂfﬂ.ﬂ 0OUT-27 |200.1.27.240/24 Gigﬂfﬂ.254 200.1.254.127 172.16.27.1 [10.205.0.113| user7 |Cisco@123 (Cin CAP)| user07 (@123 (Cin CAP)
8 28 10.205.1.121 Gig0/2.28 | DMZ-28 | 172.16.28.240/24| Gig0/0.28 | OUT-28 |200.1.28.240/24|Gig0/0.254 200.1.254.128 | 172.16.28.1 |10.205.0.113| user8 | Cisco@123 (Cin CAP) | user08 |@123 (Cin CAP)
9 29 (Backup) Gig0/2.29| DMZ-29 |172.16.29.240/24| Gig0/0.29| OUT-29 |200.1.29.240/24|Gig0/0.254 200.1.254.129 | 172.16.29.1 |10.205.0.113| user9 | Cisco@123 (Cin CAP) | user09 (@123 (Cin CAP)
10 30 Gig0/2.30 | DMZ-30 |172.16.30.240/24| Gig0/0.30| OUT-30 |200.1.30.240/24|Gig0/0.254 200.1.254.130 | 172.16.30.1 |10.205.0.113 userl0|Cisco@123 (Cin CAP)| userl0 (@123 (Cin CAP)
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9. Fortray CCNA Security — Static NAT — Inbound Traffic from Test Machine to DM z

Fortray Networks head office has a DMZ server that responds to SSH/TELNET and HTTP Services. Fortray Information Sec
Team is concerned about exposing the original Services and have asked “Security Engineering team” to design a solution
where original port /services 80 is not visible to the outside world.

“Fortray Engineering Team” has requested operation team to use the port forwarding feature where 8080 will be
forwarding to the port 80/HTTP.

Engineering team has provided Public Ip range 200.1.254.X. (X is in the range of 121 to 130 check your spread sheet) and
source port 8080 where the original IP will be DMZ server IP 172.16.X.1 (X is VLAN)

This is a configuration example for VLAN 21, every delegate would refer to the spreadsheet + diagram and
configure the port Forwarding.

This LAB assume that Static NAT is already configured.

note:
Summary of the Configuration Steps are below:

4 Login to FW via ASDM or Telnet/SSH
# Modify the Static existing STATIC NAT Entry
# Login to the outside test machine 10.205.0.113 (refer to the spreadsheet for user /password) and Test the

services.
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Note: This is a configuration example for VLAN 21, every delegate would refer to the spreadsheet + diagram

10.1.

Step 1: Loin to ASA Firewall via ASDM

Login to ASA firewall using the IP Address via the ASDM with your or admin account

ﬁ Cisco ASDM-1DM Launcher v1.5(56) X
ol

% Cisco ASDM-IDM Laum:har I
Device IP Address | Name: 10.205.1.120 L]
Username: admin
Password: essnsl
[_] Run in Demo Mode

alLa

ﬁ Cisco ASDM Launcher

Loading cached software, ..
Device IP Address | Name:
Username:

Password:

[]Run in Demo Mode

Security Warning

Do you want to Continue?
The connection to this website is untrusted.

: ! 5 Website: https://10.205.1,120:443

The certificate is not valid and cannot be used to verify the identity of this website.
Mare Information

Note:

(=

=1, Cisco ASDM-IDM Launcher

10.205.1.120

admin

Ol

— x

1LY
CISCO

61%

B}

Close

0% &

I Continue || Cancel |
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10.2. Modify the Static existing STATIC NAT Entry

Create a NAT entry using the Real DMZ IP address

Objects
Unified Communications
Advanced

B E

&3 Device Setup

[=] "Network Object" NAT (Rules 5-6

0
@ any

any
SNQLB-MAZ-20.., & any

L, PUB-MAZ-200..
- Original -- (S)

-- Original -- -- Origina

= MAZ-DMZ-1... -- Original

@ Cisco ASDM 7.1 for ASA - 10.205.1.120 - O X
File View Tools Wizards Window Help ['ype topic to search Go ' I ol I '
— . .
" 7 F
@ Home C}% Configuration| D Monltullng| B Save Q Refresh ° Back \) orward ? Help | | CIsSCO
Firewall a f Configuration > Firewall > NAT Rules O Addresses | Services
= - CcaEs Bules % Add ~| (& Edit |[{] Delete | 4+ & By - Find F=J Diagram <7 Packet Trace Addracses aof X
A E=Te R =
g = ATPues %k add - @ Edic ] Delete | @ Where Used
fg | —Q Service Policy Rules Match Criteria: Ohginal Packet Action: Translated Packet
izl | gl AAARUes Filker: Filter|Clear|
— | -228 Filter Rules Source Intf Dest Intf Source Destination Service Source Destination Service
=] 1
(el Public Servers 1 INSIDE-22 OG22 a8 Zak-DMZ-CO... @ any @ any Bl out-22(P) - Original - - Original Name -
--{é‘} URL Filtering Servers 2 pMz-22 OUT-2N_ & Zak-DMZ-CO... @ any @ any EjouT-22(P)  -- Original - - Original | | Network Objects ~
g Threat Detection 3 DMZ-22 INTERNET N@} Zak-DMZ-RE... @ any @ any =| Zak-DMZ-PUB... - Original -- —- Origina @ any
;:en?:v bOpi-?nsts INTERNET DMZ-22 PN B Zak-DMZ-PUB @ any - Orignal - (S) [} Zak-DMZ-RE... -- Origina @ any4
eruy by Trusec 4 INSIDE-21 INTERNET @ an ol NETWORK_... @ any —Original - (5) - Original - -- Origina @ any6

gg Remote Access VPN

@ Site-to-Site VPN

@) Device Management

Data Refreshed Successfully.

Cancel

X

%

Extend PAT uniqueness to per destination instead of per interface

Include range 1-1023

Help

| DMZ-21-network/24

3 DMZ-22-network/24
& DMZ-24-network/24
[ DMZ-25-network(24
- gl DMZ-26-network(24
[l DMZ-27-networlf24
B DMZ-28-network/24
= DMZ-29-network/24

3 DMZ-30-networlk/24
- @) DMZ-network(24
@ INSIDE-21-network/24
= INSIDE-22-network/24
= INSIDE-24-network/24
- @ INSIDE-25-network/24
- @ INSIDE-26-network/24
@ INSIDE-27-network/24
8f INSIDE-28-network/24
@ INSIDE-30-network/24
) INSIDE-network/24

= INTERNET-network/24 v

e [ 4/6/20 1:22:46 PMUTC

6 Any INTERNET 3@ MAZ-LAN-10,.. @ a G} Edit Network Object
7 Any Any @ any = PUB-MANQO..
A.nY Any' 5 MAZ-DMZ-1... @ any Name: MAZ-DMZ-172.16.21.1
N -
[ Advanced NAT Settings X ST O @5
IP Address: 172.16.21.1
Description:

Translate DNS replies For rule

[] Disable Proxy ARP on egress interface
P - - | - |_ - " - F Lod

Loolwp route table to locate egress interface [ A Akormatic Adckess Traraltion Rukes
Interface Type: Static -
Source Inte|face’ MY Translated Addr: PUB-MAZ-200.1.254.121

H o= = o
[[] Use one-to-one address translation
Destination Interface: -- Any -- ~ Re PAT Pool Translated Address:
Round Robin
Service
Protocd: TR tcp o Translate TCP and UDP ports into flat range 1024-65535
Fall through to interface PAT(dest intf):

Real POI.t: www Ise IPv6 for interface PAT
Mapped Port: B0BO
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Blow is the command line configuration example (user your own DMZ and Public IP as per Spreadsheet)

1. Static NAT
object network MAZ-DMZ-172.16.21.1

nat (any,any) static PUB-MAZ-200.1.254.121 service tcp www 8080!
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11. Verification

Connect Cisco ASA Firewall and use following commands:

Show running access-list
Show running access-group
Show access-list

ping

trace

show conn detail
show xlate
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11.1. Step 1: RDP to the Test Machine

In this section, we will verify and test the configuration created in the previous section
RDP to INTERNET test machine 10.205.0.113, use the user/password as shown in the diagram

11.2. Step 2: Ping to the DMZ server using public IP
Open web browser and type http://200.1.121:8080, you can see the webpage.

B Remote Desktop Connection -

| Remote Desktop
»¢ Connection

Computer: | TFEKRE v

Usemame:  FNPCD113'wserl

You will be asked for credentials when you connect.

‘_' Show Options

Help

@ FM-RTR-DhZ-134 Horne Page x +

Cisco Systems

Accessing Cisco 2611 XM "FN-RTR-DMZ-134"

Show diagnostic log - display the diagnostic log.

Show tech-suppoert - display information commonly needed by tech support.
Estended Ping - Send extended ping commands.

od Device Manager - Configure and monttor Qo3 through the web mterface.

[=[=] =

&« C @ Motseeure | 200.1.254.121:8080 b g e

Ilonitor the router - HTML access to the command line interface atlevel 0,1,2,34.5.67.8.9.10,11,12,13,14.15

Help resources

CCO at www cisco.com - Cisco Connection Online, including the Technical Assistance Center {TAC).
- tac@cizco com - e-mail the TAC.

. 1-800-553-2447 or +1-408-526-7209 - phone the TAC.

. ce-htrali@eisce. cotm - e-mail the HTML interface development group.

RSN
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Thanks, and Good Luck
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