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1. Version Control  

Version Date Notes Created By Release 

1.0 09/03/2019 Student Workbook for LAB Mazhar Minhas Draft 

1.1 19/05/2019 Topology update Mazhar Minhas Initial Release 

1.2 12/05/2020 Diagram and document redesign and Formatting Farooq Zafar Final Release 

1.3 03/06/2020 System Log Verification added Farooq Zafar Bug Fixed 

2. Reference Document  
Click for the Reference document 

3. Assumption  
✓ We understand that delegate already understand L2/L3, Routing.  

✓ The delegate already knows the “Fortray Networks – Checkpoint Firewall” physical and logical connection.  

✓ The delegate already has basis Troubleshooting skill, such as ping and trace. 

✓ The delegate already has access to the “Fortray Networks – Checkpoint Firewall” Spreadsheet encompassing the Basic Layer, 2, 3 and 

allocated subnet information. For more details refer to the “Student Folder”. 

✓ This document is created to show an example for one topology only. The candidate needs to refer to his own topology and follow this 

step by step guide. 

✓ We assume that delegate already have installed the VPN software and him/she have VPN user / Password. If any issue, contact our 

Technical team.  

✓ Our VPN software is supported by PC, MAC, Android, and IOS devices.  

✓ It’s also assumed that delegate has access to PC/Laptop i5 with 4GB RAM.  

✓ For optimal connectivity, we recommend at least 10MB Internet connection.  

✓ We assume that we already have INTERNAL, DMZ, OUTISE interfaces are already configured.  

http://www.fortray.com/
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4. Network Topology  
The below network topology is just for information purpose only. Please refer to your student folder and your designated topology. 

If any doubt, please ask your instructor.  

 

 

  

http://www.fortray.com/
mailto:info@fortray.com


Fortray Networks– F5 BIG-IP LTM - LAB Workbook 2020 
 

6 www.fortray.com           0207-993-4928        info@fortray.com 
  

5. F5 BIG-IP Task: Creating Custom http Monitor 

Our management decided user requests shouldn’t be sent to the server which is being updated or 

under website maintenance.  

For this scenario, we need to create a custom monitor for servers. 

Here are the details to access Fortray Nodes through ftp: 

Fortray Nodes FTP access 
No Server Name IP Address Username Password 

1 Server-100 10.1.61.100   

2 Server-101 10.1.61.101   

3 Server-102 10.1.61.102   

4 Server-103 10.1.61.103   

 

Summary of the steps:  

➢ Login to F5 BIG-IP GUI 

➢ Creating Health Monitor Profile 

➢ Associating Monitor to http Pool 

➢ Observing Node Status 

  

 

Please do not Delete 
any file or folder while accessing Nodes 
through FTP. 
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6. Fortray F5 BIG-IP Configuration: Creating Custom http Monitor 
In this Section, we will create custom http monitor. 

6.1 Step 1: Login in to F5 BIG-IP GUI 

Open web browser and type https://10.205.1.160, enter credentials your username/password and click login to continue. 

  

 

We are assuming that you have already created 
F5 BIP-IP user for your own work. 
If you haven’t created, create now by following 
instructions in workbook # 6. 
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6.2 Step 2: Creating Custom http Monitor 

Click on Local Traffic > Monitors. Click Create to create new monitor. 
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1. Enter Name of Monitor 

2. Select Type HTTP 

3. Select Parent Monitor http 

4. Enter string included in Node website 

5. Click Finished to create Monitor 

 

  

 

Each node’s website contains common text 
string in head and body part of website which is: 

FortrayLAB.com 
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6.3 Step 3: Associating Custom Monitor to http Pool  

Click on Local Traffic > Pools. Click on http pool. 
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On next Page, remove previously associated monitor and assign newly created custom monitor. 
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6.4 Step 4: Observing Pool Nodes status  

Click on Local Traffic > Pools. Click on http pool. 
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On next page click on Members, here we can notice the status of each node is fine. 
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7. Verification 
To verify above created custom http monitor, we need to do following steps: 

7.1 Step 1: Verification through Monitor List 

Click on Local Traffic > Monitors, here we can see newly created custom monitor 
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7.2 Step 2: Login to Remote Test PC 

Login to your assigned Remote Test PC using Remote Desktop Connection Application, Use Administrator/Cisco as username/password to connect. 
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7.3 Step 3: Checking Current Website on Server-100 
Open web browser and type server address http://10.205.0.61, we can see default website is running on server. Here we can notice 

FortrayLAB.com is visible in head and body parts. 

 

 

In this example we are considering first node 
Server-100. You can use any node you want 
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7.4 Step 4: Changing Default Webpage 

Run FTP client program FileZilla (already installed on machine). If you don’t see, you can install FileZilla. 
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In FileZilla type node address (10.205.0.61) and click Quick connect to connect to Server-100. 

After connecting double click to view folder contents. 
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In folder Server-100, we have a file named index.000, rename this file to index.html 
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7.5 Step 5: Node down Pool Members Status 

Click on Local Traffic > Pool > [http pool] > Members, we can notice Server-100 is down. 
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If we type server-100 address in browser http://10.205.0.61, we can see website is up but our monitoring string is not available. Although website is 

running but string FortrayLAB.com is changed to Fortray.com. 
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7.6 Step 6: Changing Website to default 

In FileZilla, rename index.html file back to index.000,  
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Refreshing browser, we can see default website. 
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7.7 Step 7: Verification Node Status 

Refreshing page on F5 configuration, we can see node is back. 
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7.8 Step 8: Verification Through System Logs 
Click on System > Logs > Local Traffic. On logs page go to last page to see latest updates.  
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